& HF

4G _2G DTU Products

Operation Guide

This document is applicable for the following product, see corresponding

product user manual for hardware description.

HF2411
4 Elfin-EG40
Products
Elfin-EG41 Elfin-EG41
Gport-G43

http://www.hi-flying.com/ -1 -



& HF

HF2111A

HF2111A

2G

Products

Elfin-EG10
RS232

GPRS

B (Elfin-EG11

RS485

GPRS Input: 5-18VDC@

Elfin-EG10,
Elfin-EG11

|

" Gport-G11 GPRSIGPSEIBIEIR

Gport-G10 - InptDC38Y  16WS2
ot DCABV 10WS2 Quad Band 850:900/1800/1800

Quad Band 8509001800900 E .E

IME|:866575021036012
IME1-868575021046109 SN:05H08090071300076 E
SN.05H0809007 1300076 @ e ©

CG @ 4 IMEI:888575021046022
=N | ¥ SN:05H08090071300076

ce@

Gport-G10.
Gport-G11.
Gport-G12

http://www.hi-flying.com/




R X T = T 1 5 ] U 3 4
O O 1 2 RS RTR 4
R € =0 = 7 5 I Y N 4
I T I = | N O TN 5
O I = | N = N 6
I T €T 10 = I =N 7
I T 7 3 R O =TI =N 7

2. 2G PRODUCT uiteeeeeeeeeeeeeeeeeeessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 8
2.1,  ELFIN-EGI10 4PIN CONNECTOR .....ctttttttttieeiieiiittetiee e e eeeeeatete e e e e seeaabeeesesesesssabeteeeessessabasesesssessssbansseseas 8
2.2.  ELFIN-EGL11 APIN CONNECTOR .....ittttttttiieteieiiitteett e e e eesetiattteeeeesesaabaeesesssessbabateseessessatasesesssesssbanseeeeas 8
2.3, ELFIN-EGI10 BPIN CONNECTOR .....cittttttttieeiieiiittetiteeeeeseeitttteseeesesaataeeseessessateteseessessatasesesssesssbrnseeeeas 8
2.4, ELFIN-EGL11 8PIN CONNECTOR .....ctttttttttieeeteieitettteeeeeseeiaatteeeeesssiateeeteessessatesesesssesssatasesesssessssrsnssesss 9
2.5. EGI10 INTERFACE CONVERSION CABLE......c.citittttttiieeeieiiiiteteeeeeesisiiateeeeesssessaseseeesssessstesesesssesssssesssesss 9
2.6. EGI11 INTERFACE CONVERSION CABLE......cciittiuuttieieeiieiitteeeeeeesesiiateeereessessiatesetesssesssbasesesssessssssssseses 10

3. SERIAL SETTING auccccrrrcrrrrrrrrrerrresssrssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnnnns 11
3.1, SERIAL TOOL SECURECKRT ..ottt ettt e e e e ettt e e e s s e st et e e e s e sessaabaaeeesssesssaranereeeas 11
3.2.  CONFIGURE SERIAL PARAMETER ....cootiuttttiteiiieiittteeee e sesiateteeeessessateettesssessstesssesssessssbaseeesssesssssnsseees 11

A, TEST EXAMPLE e rrcrrrcrrrrrrrrsesrrrsseessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnnnns 12
o T (O ) ST = =AY/ (ol = 0 | KSRt 12
4.2, [OTSERVICE INTRODUCTION ....uuttttitiieiiiiitttteeeeeiesiateeeeeessessstseeeesesesasatasseesssesssssssseesssesssssssssesesssssssnees 12
4.3. TEST CASE ONE: IOTSERVICE UART CONFIG ..uuutiiiiiiiiiiiiieiiee e eeseiieeeee e eeseeiaaeeeseeesssnaseeesesesssssanees 17
4.4, TEST CASE TWO: IOTSERVICE NETWORK CONFIG ...coiiiiiiciiieiieeeieieiieeeeeeeeesessienreesesessssssseeesesssssssnees 19
4.5, TEST CASE THREE: THROUGHPUT VIA SECURECRT ...ttt ettt ettt e e seeanree e e e e seenanees 23
4.6. TEST CASE FOUR: HEARTBEAT AND RESISTER PACKET ....uuutiiiiiii ittt eee e seeine e e e e e seenanees 24
4.7. TEST CASE FIVE: VIRTUAL COM ..oooiiiiiiiieie ettt ettt et e s ettt e e s s e sebaateeessesenananseesesesssssanens 25
4.8. TEST CASE SIX: SMS THROUGHPUT ....uuvtiiiiteeeeeitreeeeeteeeeeeeteeeeeetreeeeeaeeeeeseeseessseseeeseeesssreseesssesesnsneens 26
4.9. TEST CASE SEVEN: HTTP REQUEST ....uutiiiitiieeeiteee e eeteeeeeeeteeeeeetreeeeetaeeeeeteeeeessseeeeessesessnseeseensseessnsnnens 27
4.10. SMS AT COMMANDL......ccuveieeeteeeeeiteeeeeereeeeerteeeeeiteeeeessaeeeseseeeessseeeeessseeesaseeeessteeeeassesessetreeesnsreseensees 29
4.11. UART UPGRADE . .....cci ittt eeteet ettt e et e eeetaee e eetaae e e eetaeeeessseeeeesaaeeesetseeeeesteeeeessseeseesseeeeateseeensreeesnssneas 31
4.11.1. MOCU FIRMWARE .....oeietteteeeteee e cteeeeeettee e eetaeeeeeteeeeeeaseeesesaseeeetseeeessseeesesseeeeateeeeensseeeeeseeesensseseenses 31
4.11.2. 4G FIRMWARE(ONLY 4G PRODUCT) ..ottt sttt sttt sttt st sbe st sbe e sbe e 33
4.12. REMOTE OTA UPGRADE .....oooiiitteeeecteeeeeeteee e eeteeeeeeteeeeesaaee e eesaaeeesesaeeeeesteeeeessseeesesseeeeeteeeeensseeeenseees 33
4.12.1. MU FIRMWARE ....eoiiettet e eeeeee e eteeeeeettee e eetaeeeeeteeeeesaeeessesaeeesasseeesesseesesesseeeseteeesenssnsesesseeesenseeeeensen 33
4.12.2. 4G FIRMWARE(ONLY 4G PRODUCT) .uviitistirtteeeeeeeiestessissesseesesseessessessessesssssessssssessessessessessssssenses 35
4.13. MASSPRODUCTION CONFIG.....ccouueieeiereeeeeitteeeeeiteeeeeeteeeeesseeeeesseeessesaeesesteeesesssesssssesessstesesesersesssseees 35

APPENDIX A: REFERENGCES ..ottt iiittirnnnnnenneesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssens 38
YAV R I =153 B o S TSRS 38

http://www.hi-flying.com/ -3 -



& HF

1.4G PRODUCT

The HF2411/G43/EG41 support LTE-TDD, LTE-FDD, WCDMA, TD-SCDMA, GPRS full network. 4G
network support maximum download data rate 150Mbps, upload data rate 50Mbps.

The HF2411/G43/EG41 support TCPIP protocol, with its UART interface, it make traditional UART
device easy connecting to IOT.

1.1. HF2411

AL B

HF2411

4G DTU
RS232/485+—+4G/3G/GPRS

Net
Link

Active

Y Protect
Reload off on

1.2. Gport-G43 EVK

Insert SIM card and use 9~12VDC adapter to power supply the EVK.
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& LS EHETH-REE

Push in this direction to open the slot
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1.3. Elfin-EG40

8PIN Header

GND
9~18VDC
RS232 RXD
RS232 TXD

TTL UART RXD
TTL UART TXD

4PIN Header
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GND @
9~18VDC |
-

RS232 RXD
RS232 TXD |

1.4. Elfin-EG41

8PIN Header

GND
9~18VDC
RS485 B-
RS485 A+

TTL UART RXD
TTL UART TXD

4PIN Header

9~18VDC |
.

RS485 B- |

RS485 A+ |
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1.5. EG40 Cable

Elfin-EG41

Power
Reload Button(Reserved)

=

RXD
+ / RS232
B

\m
I

4PINIHF

1.6. EG41 Cable

Elfin-EG41

B
ThAEMR &

B
+/ ¥%RS485

Bz R

\m

APINIGF
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2.2G PRODUCT

The EG1X, HF2111A, G10, G11, G12 support GPRS 2G network.

The EG1X, HF2111A use G11 for its core module..

2.1. Elfin-EG10 4PIN Connector

<M GND
=% 9~ 18VDC

42| RS232 RXD
54l RS232 TXD

2.2. Elfin-EG11 4PIN Connector

GND
=¥ 9~ 18VDC

2| RS485 B-
8 RS485 A+

2.3. Elfin-EG10 8PIN Connector

GND
9~18VDC
RS232 RXD
RS232 TXD

HOST RX
HOST TX
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2.4. Elfin-EG11 8PIN Connector

GND
9~18VDC

RS485 B-
RS485 A+

HOST RX
HOST TX

2.5. EG10 Interface Conversion Cable

Reload Button
e
mEH 2%

Elfin-EG10

Connect to Power

Figure 1. Interface Conversion Cable
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2.6. EG11 Interface Conversion Cable

Elfin-EG11

e
R + }#RS485

P57 Reload Button $%H;R B

Connect to Power

Figure 2.  Interface Conversion Cable
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3. SERIAL SETTING

3.1. Serial Tool SecureCRT

Download adddress: http: //lwww.hi-flying.com/index.php?route=download/category&path=1 4

Decompress file and find executable program, then open. Click quick start button to create

connection.

THE SO ZBEY ERQ #E0 EF9 IBU 28
AER AR ABES T 0@
[ [ms=z]

3.2. Configure Serial Parameter
Protocol: Serial

Port: Actual connection port(search by “My PC”->"Device Manager”->"Port(COM and LPT)”. As figure:

473 &0 (COM #1 LPT)

E.....f? EEED (coML )

not connected - SecureCRT — O X
File Edit View Options Transfer Script Tools Help

HIRDA N =2RQ BES|cEHY ¢S

Quick Connect *

Protocol:
Port:
Baud rate
Data bits
Farity:

Stop bits

[JShox quick comnect on star FASare session
[open in = tab

=

Notes: The default serial data is as above and user can modify device working parameter by
IOTService.

http://www.hi-flying.com/ -11 -
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4. TEST EXAMPLE

4.1.10TService Tools

IOTService is used for config the module parameters by UART or remotely. Make module
easy to use and check status. The download address is as following.

http: //www.hi-flying.com/download-center-1/applications-1/download-item-iotservice

Search Q | &7 | old site

& H F ° Home 10T Module 10T Device Support News Company Cloud Mall
# > Download Center > Applications > 10TService
I0TService
Date: 12/03/2018 09:35:59
File List
Name File Name Download Times Date Update Download
OTService 2.3.00 QOTService 2.3.00.rar 144 12/03/2018 09:33:18 E2
After download, click the following to update to latest version.
A »oTware »etting X
Remote Access Communication -
Remote Access Enable: |Enab|e |V| VirPath UDP Port: 28087
|0TBridge Server Addr: |bridge.i0twor|-csh0p.com | VCOM Parameter Synch: =
Service Id: (7fa02726-72a |
| | Others
Service Name: Service Name
Language: English =
EMail Alarm Start up to Tray: =
. . Auto U de:
EMail Alarm Enable: Disable |v| uto Lpgrade
Menu Tools: m
SMTP Address: -=
SMTP Port:

EMail Account:

EMail Password:

EMail Send List (eg. a@a.com;b@b.com):

Confirm | | Cancel

4.2.10TService Introduction

Stepl: PC connect to device UART. Note that RS232/RS485/TTL UART is different.

http://www.hi-flying.com/ -12 -
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v =% DESKTOP-IHST023
y 4 DVD/CD-ROM 3EZ0EE
b L |DE ATASATAPI ERIEE
¥ Irtel(R) Dynamic Platform and Thermal Framewark
B
> O 28
} - EEIEE
v THERE
» X FTEIRA
Y
~ ¥ @0 (COM # LPT)
¥ USE Serial Port (COM11)
e
» I EH,
» [ Lk
o B
» B EF
» g AEsEA e
» [ S
> & BE. REEnTEes
» B Bt
> § EREToEE
» 5 BRinENE

Step 2: Open IOTService UART tools

¥ LO.T Service — *
Management (M) Setting (C) Help (H) - =g
;I}; Serial Canfig (|| '_: | Config || | ':_?‘.{2 | Status VirPath Connected

| SN| Devape| MAC Address| HostMame | P | Position VirPath | Stalusl SW Ver

I i
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1 LO.T Service Serial

Close COM Auto

&)

Getln CMD

©)

Quit CMD

Reload

©

Restart

Upgrade

PC Serial Para

COM: |COM4‘-‘ Baudrate:|115200|v| Data Bits: Parity: [NONE H Stop Bits:ElzI

DUT Para
UART Para

UART Ne:

e []

Flow Control:

SOCKET

SOCKET Name:

p_I=]
=

Server Addr:

Connect Mode:

HeartBeat Time:

SIM Para

IMEL: 866262040283870
Status: Disconnect RSSI:
Others

ModuleSN: 262040283870

[ [

1.1.10c(2019-06-06 16:30)

APN:

EG41

Main Menu:

Baudrate: |115200 =
HeartBeat Time: |0 HeartBeat Serial:

Protocol:

Burst Time:
HeartBeat Serial:
Regist Code:

Data Tag Code:

0

Data Bits: Parity: Stop Bits: EE

Fore <]

]

OFF |

Rout:

Server Port:

L]

ICCID:

4G_V1.639

I

Welcome:  |EG41 HostName:  |Eport-EG41
APN User: APN Passu.. |

o ]|' ‘

- ] X
=
E
Read Device Write Device Batch Set

ISEND:+++

ISEND:AT+PID
RECV:+ok=EG41
SEND:AT+APN
RECV:+ok=,,
ISEND:AT+WSMAC

RECV: +ok=262040283870
ISEND:AT+GVER

RECV: +ok=4G_V1.639
ISEND:AT+GSLQ
RECV:+ok=0,0
ISEND:AT+IMEI

RECV: +0k=866262040283870
ISEND:AT+ICCID

RECV:
ISEND:AT+HEART=1
RECV:+0k=1,0,
ISEND:AT+UARTTM=1
RECV: +ok=1,50
ISEND:AT+MODBUS=1
IRECV: +ok=1,0ff
ISEND:AT+UART=1
RECV:+0k=1,115200,8,1, NONE,NFC
ISEND:AT+NETP=A
RECV:+ok=A,1,0ff
ISEND:AT+NETP=B

RECV: +ok=B,1,off
SEND:AT+NETP=C
RECV:+ok=C,1,0ff
ISEND:AT+VER

RECV: +0k=1.1.10¢(2019-06-06 16:30)
ISEND:AT+HOST

RECV: +ok=Eport-EG41
ISEND:AT+WEL

RECV: +ok=EG41

Auto: Auto detect device UART parameters.

Getln CMD: Enter AT command mode.

Quit CMD: Quit AT command mode.

Reload: Reload product, restore parameters to default.

Restart: Reset product

Upgrade: Upgrade product.

Read Device: Read product parameters.

Write Device: Write modified product parameters

Batch Set: For massproduction parameters setting.

UART Information:

UART No: UART number, for multiple UART product.

UART Protoco: UART protocol, Modbus TCP to RTU function.

HeartBeat Time: UART HeartBeat time

HeartBeat Serial: UART HeartBeat content.

Socket Function:

http://www.hi-flying.com/
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SOCKET Name: Socket name, choose A/B/C.
Protocol: Protocol, TCP/UDP/HTTP
Connect Mode: short or long connection.

Burst Time: When in long connection ,it is AT+TCPTO reconnection time. When for short
conection, it is connection keep time.

Rout: UART channel

HeartBeat Time: HeartBeat time

HeartBeat Serial: HeartBeat content, support wildcard character.
Regist Mode: Register Mode

Regist Code: Register Content, support wildcard character.
Data Tag: Used for multiple data socket distinguishing.
SIM Information:

IMEI: Product IMEI

ICCID: Product ICCID

State: Product GPRS Status

RSSI: Product GPRS signal strength

Others:

Module SN: Product MAC

Welcome: Bootup information.

HostName: Product name shown in IOTBridge.

Detail:

SMS: Short message function.

IOT En: Enable/Disable IOTBridge.

IOT Time: IOTBridge Enable time. Save data flow

http://www.hi-flying.com/ -15 -
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B 1.0.T Service Serial — O e
Close COM Auto Getln CMD Quit CMD Reload Restart Upgrade Read Device Batch Set
PC Serial Para SEND:AT+APN =
Data Bits: Parity: Stop Bits: DZI RECV:+ok=,,
SEND:AT+WSMAC |
DUT Para RECV:+0k=262040283870
e e
RECV:+ck=4G V1639
) ) o . o SEND:AT+GSLO)
UART No: Baudrate: 115200 [w]|  Data Bits: Parity: Stop Bits: Elﬂ vt 00
Flow Control: | Disable +| uar ] SEND:AT +IMEI
& Detai % | [Recv:+ok=866262040283870
HeartBeat Time: |0 Hea ) SEND:AT+ICCID
- Netwark RECV:
sger revacir
SMS ID: | RECV:+ok=1,0,
SEND:AT+UARTTM=1
SOCKET Name: Prot SMS Phone:
ame 3 l RECV:+ok=1,50
Server Addr: SMS Status: [ SEND:AT+MODBUS=1
RECV:+ok=1,0ff
Connect Mode:  [l=y= | Burs| | 1OTEm SEND:AT+UART=1
) RECV:+0k=1,115200,8,1, NONE,NFC =
10T Time:
HeartBeat Time: Heard SEND:AT+NETP=A
RECV:+ok=A1,0ff
Regist Mode: | Regig SEND:AT+NETP=B
RECV:+0k=B,1,0ff
| RECV:+ok=C,1,0ff

IMEE  866262040283870 icop: | \ |
Status: Rssk o 4GV1630

ModuleSN: 262040283870

Welcome: [EG41 HostName:
APN User: APN Passw...

APN:

SEND:AT+VER
RECV:+0k=1.1.10¢(2019-06-06 16:30)
SEND:AT +HOST
RECV:+ok=Eport-EG41
SEND:AT+WEL

RECV:+ok=EG41

SEND:AT +SMSID
RECV:+ok=#5MS# 1,
SEND:AT+IOTEN
RECV:+ok=0n,00:00,23:59

EG4H1

1.1.10c(2019-06-06 16:30)

http://www.hi-flying.com/
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4.3. Test Case One: I0TService UART Config

Step 1: Open UART and do as following to read product parameters.

rDUT Para
UART Para

UART No:

Flow Contral:

HeartBeat Time:
SOCKET

SOCKET Name:

Server Addr:

Connect Mode:

HeartBeat Time:

APN:

EG41

ModuleSN: 262040283870

I

1.1.10¢(2019-06-06 16:30)

|:|:| Baudrate: (115200 =

Data Bits: Parity: Stop Bits: EE

0 HeartBeat Serial:

Protocol:

TcP-CLENT [+

]

Rout:

|test server.iotworkshop.com

40432

| server port:

B[] e
0 HeartBeat Serial

Regist Mode: = Regist Code:
Data Tag: n Data Tag Code:
SIM Para
IMEL: 866262040283870
Status: Disconnect RSSI: 0
Others

[

1CCID:

|
|
|

4G V1.639

Welcome:  |EG41 HostName:  |Eport-EG41
APN User: APN Passu. |

& 10T Service Serial - m} x
® @ | @ © @
CloseCOM | Auto | GetincMD | Quitcnan f ek " e Read Device || Write Device Batch Set
PC Serial Par: RECV: =
COM: |com4|\| i i |115200 ‘ v| Data Bits: Parity: Stop Bits: SENDAT+HEART=1

RECV:+ak=10,

SEND:AT+UARTTM=1
RECV:+ok=1,50
SEND:AT+MODBUS=1
RECV:+ok=1off
SEND:AT+UART=1
RECV:+0k=1,115200,8,1,NONE,NFC
SEND:AT+NETP=A
RECV:+ok=A,1,TCP test.serveriotworkshop.com,| |
140432 long
SEND:AT+NETP=B
RECV:+ok=B,1,off
SEND:AT+NETP=C
RECV:+ok=C,1,0ff
SEND:AT+HEART=A
RECV:+ok=A0,
SEND:AT+MNREGSND=A
RECV:+ok=A link
SEND:AT+NREGDT=A
RECV:+ok=A,
SEND:AT+NREGEN=A
RECV:+ok=A,off
SEND:AT+NETPID=A
RECV:+ok=A,
SEND:AT+NETPIDEN=A
RECV:+ok=A,off
SEND:AT+NETPLK=A
RECV:+ok=A,off
SEND:AT+VER
RECV:+ok=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST
RECV:+ok=Eport-EG41
SEND:AT+WEL
RECV:+ok=EG41

Step 2: The tools show the module parameters. Click [Write Device] to change parameter.
The following set Socket A to our test server. and reboot

Test Server: test.server.iotworkshop.com

TCP Port:

UDP Port:

40432

40431

http://www.hi-flying.com/
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£ 1.O.T Service Serial - O x
@ ® | @ © ® B
Close COM Auto Getln CMD Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set
PC Serial Para RECV: =~
com: |COM4 |v| et ‘115200 ‘ v‘ DataBits:[8 |w| Parity: [NONE[w| StopBits:[1 |+ SENDIAT + HEART

rDUT Para

UART Para

SOCKET

UART No [ 1] saudrate: [115200 [~]
Flow Control: = UART Protocal:
HeartBeat Time: |0 HeartBeat Serial:

SOCKET Name:  —— e

Data Bits: Parity: Stop Bits: EE

™

TCP-CLENT | ]

Rout:

Server Addr: ‘testsewer.iutwurkshup.com

,

—-Hervar Port:

SIM Para

IMEL: 866262040283870

Status: Disconnect RSSI: 0
Others

ModuleSN: 262040283870

EG41  1.1.10c(2019-06-06 16:30)

HeartBeat Time: |0 HeartBeat Serial:
RegistMode:  [Dissble 7] Regit Code
Data Tag: = Data Tag Code:

Comect Mode:  [Bvays  []  Burst Time:

40432

ICCID:

]

4G V1.639

Welcome:  |EG41 HostName: |Eport-EG41
o [ 7] s [ | sewese |

RECV:+0ok=1,0,

RECV:+ok=1

RECV:+0ok=C,1,0ff
RECV:+0k=A,0,
RECV:+ok=A,link
RECV:+ok=A,
RECV:+ok=Aoff
RECV:+ok=A,
RECV:+ok=A,off

RECV:+ok=Aoff
SEND:AT+VER

SEND:AT+HOST

SEND:AT+WEL
RECV:+ok=EG41

SEND:AT+UARFTM=1

SEND:AT+HEART=A
SEND:AT+NREGSND=A
SEND:AT+NREGDT=A
SEND:AT+NREGEN=A
SEND:AT+NETPID=A
SEND:AT+NETPIDEN=A

SEND:AT+NETPLK=A

RECV:+0k=1.1.10c(2019-06-06 16:30)

RECV:+ok=Eport-EG41

Note: Default UART is 115200,8,N,1.

Step 3: Wait for network connection OK, then send UART data, the server will response the
received data. The product is in throughput mode by power on, if want to send AT command,

need to send “+++” and then “a” to enter command mode, AT+ENTM to change back

throughput mod.e.

serial-comd - SecureCRT

File Edit View Options Transfer
I:ItE_: ﬁ .@; ﬂ Enter host <Alt+R=

Script

Tools

Window

aaM 3 R o @

Help

S W o6 ¢
Filter by session name <Alt.. £

v Sessions "~
O 10.10.100.254
g 10.10.100.254-2323
I 18.108.28.112
[ 192.168.0.1
[ 192.168.1.208
£ 192.168.1.28

[ 107 1A8 10N 254 bt

Ivserial—comzt x ]

send to HF TEST Server

Default ~ W +++ &a &

Send to HF TEST Serwver

A @ WSSSID @ WSKEY @BAT+Z @PAT+CGSN @ DEVICE @) PRODUCT @ +++a |

http://www.hi-flying.com/

_18_



dHFE oo

4.4. Test Case Two: IOTService Network Config

Step 1: Login IOTBridge(http: //bridge.iotworkshop.com/) to register account.

® www.hi-flying.com

ﬁ H F ° BN pEdER  MEBNRE s WEEis A3

Step 2: Get Userld(device side)and Serviceld(IOTService side)

107 Bridge BT

1.0.T Senvice

: 5 [ s |
[ = [ s |
£33
E3E3
Step 3: Input Serviceld in IOTService.
£ 1.0.T Service - X

| Management (M] Tools (T) Help (H)
o 9 s & v =
eg top Config s Status VirPath = Connected

m

] | SN| Devape| MAC Address | HostMame P | Position VirPath | State | SW Ver
&Y Software Setting ¥k
Remote Access Communication

Remote Access Enable: |Enab|e |V| =\irPath UDP Port: 28087

I0TBridge Server Addr: |bridge.iotwor|-cshop.com | VCOM Parameter Synch: =

Service Id: lae-fa95-11e7-bed-1bd6fciBec21|
Others

Service Mame: |Ser\rice MName |
Language: English |=

Step 4: Insert SIM card and power on device, wait for device connects to network. The UART
tools also shows the network status.
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£ 1.0.T Service Serlal - O X
@ © | @ © ®
Close COM Auto Getln CMD | Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set
PC Serlal Para Recv: o]
com: [coma]~]  Baudrate: [115200[~]  Data sits: Parity: Stop Bits: EB SEND:AT+GSLQ)
RECV:+0k=00
rDUT Para SEND:AT + GVER
UART Para RECV: )
Read GVER failed!
. . . SEND:AT +IME
UART No: Baudrate: 115200 Data Bits: Parity: Stop Bits:
oo [L[] sawrae [115200 [+]  patasis ary op s [1_[v] | 2O
Flow Control: UART Protacol: ;E:S:ATHCCID
HeartBeat Time: (0 HeartBeat Serial: | ‘ SEND:AT+GSLQ
RECV:+ok=0,0
E— SEND:AT +GVER
I RECV:+0k=4G_V1.639
SEND:AT +IME
SOCKET Name:  |A Pratocol: TCP-CLIENT Rout: [ ]+]
e rotace [~] o oo [] RECV:+0k=866262040283870
Server Addr: |test‘server.iotwurl.cshop‘cum ‘ Server Port: 40432 SEND:AT+ICCID
RECV:+0k=898600560013f7007772
Connect Made: = Burst Time: SEND:AT+GSLO
RECV:+ok=1,0
HeartBeat Time: [0 HeartBeat Serial | ... | | | GEND:AT+GVER
RECV:+0k=4G_V1.639
Regist Mode: = Regist Code: ISEND:AT+IMEI
RECV:+0k=866262040283870
Data Tag: = Data Tag Code: SEND:AT+ICCID
RECV:+0k=B38600560913f7007772
SIM Para SEND:AT+GSLQ
RECV:+0k=1,25
IMEI ICCID:  898600560913f7007772 SEND:AT+GVER
RECV:+0k=4G_V1.639
RECV:+0k=866262040283870 1
o SEND:AT+ICCID r
. RECV:+0k=B38600560913f7007772
SEND:AT+GSLQ
ModuleSN: 262040283870 Welcome: |EG41 HostMName: |Eport-EG41 RECV:+0k=1,25 ]
v [ o] wewuses [ | eneseme | -
EG41  1.1.10(2019-06-06 16:30) | |

Step 5: Add MAC in the tools to bound account. (AT+WSMAC to get MAC address, usually it
is the latter 12 character of the IMEI), recommend to use AT+IOTUID command to write
Userld into the device. Prevent bounded by the other vicious customer.

£ 1.O.T Service

X

Bl

Management (M) Settir\19 (C) Help (H)

" |Add Device X |
Serial Config @ MAC Address Delete Connected
=/ 1262040283870 Delete
.~ DevType| MAC Addresd tatus SW Ver
|

22|HF2411 [262040590852 nline [1.050 fad
23|HF2411 [262040530303 nline [1.0.50

24|HF2411 [262040590093 nline [1.0.50

25|HF2411 [262040590849 nline [1.0.50

26|HF2411 (262040530027 nline [1.0.50

27|HF2411 [262040589938 nline [1.0.50

28|HF2411 [262040530076 nline [1.0.50

20|HF2411 [26204059211 i \ nline [1.0.50

30[EG41 262040283870 pqac Addr. |2620402838?0 — line |1.1.10c ||
31|HF2411 [262040285204 nline [1.0.50

32|HF2211 |FOFE6B536CFY ffline [1.34.04

33)EP20  |FOFEG6B2148D4 | Confirm | | Close | fffline [1.347 PuZhong | _
34fee10 |accrzazoiaag fffline1.32.4 I
3slHFAIN4 [FOFFARFNADT Jlinel1.61.6

Step 6: Double click device entering the config page.
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£ 1L.O.T Service - x
Management (M) Setting (C) Help (H) - ==y
Serial Config Config Status VirPath Connected
.. * Devlypel MAC Address| HostName IP Position VirPath Status SW Ver
22|HF2411 |262040590852 [Eport-HF2411 [117.132.196.57 |China.Shaanxi Online |1.0.50 =
23|HF2411 |262040580902 [Eport-HF2411 |221.178.127.13  |China.Shaanxi Online |1.0.50
24|HF2411 |262040590092 [Eport-HF2411 |221.178.127.99  |China.Shaanxi Online |1.0.50
25|HF2411 |262040590845 [Eport-HF2411 |223,104.255.181 |China.5haanxi Online |1.0.50
26|HF2411 |262040590027 [Eport-HF2411 |221.178.125.53  |China.Shaanx Online |1.0.50
27|HF2411 262040589938 |[Eport-HF2411 |221.178.124.54 |Remote Online |1.0.50
28(HF2411 |2620405380076 [Eport-HF2411 |221.178.127.216 |China.Shaanxi Online |1.0.50
29|HF2411 |262040592114 Eport-HF2411 |221.178.126.32  |China.Shaanxi Online [1.0.50
I30 EG41 262040283870 |[Eport-EG41 223.104.210.6 China.Shangh... Online {1.1.10¢ _I_
.Sl AFZATT 262040282200 Eport-Hie21 1 £ TH.2UX.253. 149 |China, Shaanxi Unline [ 1.U.oU
32|HF2211 |FOFEGB536CF8 |[Eport-HF2211 |58.33.115.200 Remote Offline [1.34.04
| ¥ Device Status *
| rSystem - GSM ~SOCKET
ModuleSN: 262040283870 | | SOCKET Name:
ICCID: 898600560913f7007772 | | Protocol: TCP-CLIENT
IMEI: B866262040283870 Status: Connected
- N Connect: Connected(22) Server IP:
IP Address: 223.104.210.6 Recv Bytes: 0 Recv Frames: 0
] 4G_V1.639 Send Bytes: 0 Send Frames: 0
Product ID: EG41 . .
f ~UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.1.10c
d RTC Time: INTP Disabled Config: 115200,8,1,NONE
Up Time: 0-Day 0:4:39
4 . Recv Bytes: 4 Recv Frames: 2 Reload
4 lengiiiz EHEE R ] Send Bytes: 5 Send Frames: 2 Edit
Latitude: 31.217960357 Fail Bytes: 0 Fail Frames: 0 Restart
E

Step 7: Can modify the parameters.
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&Y Device Setting b
r System r SOCKET
Welcome: | kG41| SOCKET Name: |A |"|
HostName: | Eporl-EG41| Protocol: |TCP-CI_IENT | - |
e | O.Cll Server Addr: | testserver.iotworkshop.coml
) Server Port: | 40432|
Latitude: | O.Cll
Connect Mode: |A|wal,rs |V|
1OT Time: IE : E . @: @ Burst Time: | 300|
TUART Rout: |uarl | - |
UART Ne: | | | HeartBeat Time: | Dl
Baudrate: |115200 |v| HeartBeat Serial: |I|| |
Data Bits: |EI. |V| Regist Mode: |Disable |v|
Stop Bits: |1 |v | Regist Code: D
Data Tag: |Di5able |V|
Parity: |NONE R4
Data Tag Code:
Flow Control: |Disab|e | - |
UART Protocol: [NONE [v] | [Network
HeartBeat Time: | Dl APN: | | - |
HeartBeat Serial: E|| | APN User: | |
APN Password: | |
| Confirm | | Cancel | SMS 1D | #SMS#|
SPhens: | '
. SMS Status: |1 |"|
| Export | | Script |

Step 8: Use our test server to check device function.

senal-comd - SecureCRT

File Edit View Options Transfer Script Tools Window Help

Ta- B ] ¥ Enter host <Alt+R=> EENEEN: = R TR
Iifserial-comel x|

L[] K By 3 . Send to HF TEST Server

Filter by session name =Alt... Jo)

v Sessions [
[ 10.10.100.254
! 10.10.100.254-2323
I 18.108.28.112
[ 192.168.0.1
E 182.168.1.208
[ 192.168.1.28

B o ET- PR R LY B

Default ~ & +++ G a &9 JTA G WSSSID G WSKEY G AT+Z G AT+HCGSN g DEVICE @ PRODUCT & +++a |

d a

send To HF TEST serwver
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4.5. Test Case Three: Throughput Via SecureCRT

Step 1: Open SecureCRT(Baudrate default:115200), Input “+++” (device will response with
“a”’)and then “a" (device will response with “+ok”) to enter AT command mode.

serial-com4 - SecureCRT - m} X
Eile Edit View Options Transfer Script Tools Window Help
- F) &1 ¥ Enter host «<Alt+R= EENREN: - = B 7] ;
E | + serial-comd x l @ serial-com10 4 b
eI | B -
Filter by session name <Alt... Jo] AT+NETP=A,1,TCP,test.server. iotworkshop.com,40432,Tong
v Sessions | |[+ok

I 10.10.100.254

O 10.10.100.254-2323

I 18.108.28.112

I 192.168.0.1

I 192.168.1.208

I 192.168.1.28

0 192.168.100.254

[ 192.168.83.103

[ 192.168.83.105

O 192.168.82.110

0 192.168.83.124

3 ftp.hi-flying.com

[ ftp.hi-flying.com (1) ¥ v
Defaul - @ +++ @a @ STA @ WSSSID @) WSKEY @)AT+Z (@ AT+CGSN (g DEVICE (@) PRODUCT (@ +++a (g AT+MODE (@ IMEI

AT+UART to query or change setting.

Step 2: Input  "AT+NETP=A,1,TCP,test.server.iotworkshop.com,40432,long” to set socket
A, and “AT+Z" to reboot.

AT+NETP=A,1,TCP,test.server. iotworkshop. com,40432,Tong
+ok

Step 3: Wait for network connecting OK. Then send UART data to device, the test server will
response with data in defined format(Protocol type, port number and data as following

picture).

serial-comd - SecureCRT

File Edit View Options Transfer Script Tools Window Help

Ta- B &1 ¥ Enter host <Alt+R= aEaa S HFEY @
I\fserial—comd- x]

S =) ¥ By - Send to HF TEST Server

Filter by session name <Alt.. £

" Sessions )
E 10.10.100.254
E 10.10.100.254-2323
E 1a.108.28.112
[ 192.168.0.1
[ 192.168.1.208
I 192.168.1.28

__ Mmio21sai10nas4 Y

Default ~ & +++ G a &9 JTA G WSSSID G WSKEY & AT+Z &) AT+CGSN & DEVICE @ PRODUCT g +++a |

Send to HF TEST Serwver
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4.6. Test Case Four: Heartbeat and Resister Packet

Step 1: Set the parameter as following..

AT+HEART=A,10,%IMEI
AT+NREGEN=A,0n
AT+NREGSND=Alink

AT+NREGDT=A,%VER

£* LO.T Service Serial

//[Enable heartbeat for 10 seconds upload its IMEI.

/[Enable Register Packet

//ISend Register packet when connection established.

/[Register content is software version

Close COM

Auto

©)

Getln CMD

©)

Quit CMD

Reload

©

Restart

Upgrade

PC Serial Para

COM: |CDM4|v‘ Baudrata:‘115200|v| DataBits: et NONE e Bits:EE

DUT Para

UART Para
UART No: [ ]-] Baudeate: [115200  []
Flow Control: UART Protocol:
HeartBeat Time: |0 HeartBeat Serial:

SOCKET

SOCKET Name:

Server Addr:

Connect Mode:

e

Protocal:

Data Bt Parit

Stop 8 [1 |

™

TCP-CLENT [ ]

Rout:

|test‘ serveriotworkshop.com

| server Port:

Always w | Burst Time:

- ] x
Read Device Write Device Batch Set

HeartBeat Time: |10 HeartBeat Serial: |%IMEI |
RegistMode:  [lnk  [¥] RegistCode: ] [seicain |
Data Tag: Disable ¥ | Data Tag Code:
SIM Para
IMEL: 866262040283870 ICCID:  898600560913f7007772
Status: Connected RSSI: 19 4G V1.639
Others

ModuleSN: 262040283870

[ T

1.1.10¢(2019-06-06 16:30)

APN:

EG41

Welcome:  |EG41 HostName: |Eport-EG41
APN User: APN Passw...

RECV:+0k=898600560913{7007772 —
ISEND:AT+HEART=1

RECV:+ok=1,0,

ISEND:AT+UARTTM=1

RECV:+0k=1,50

SEND:AT+MODBUS=1

RECV:+ok=1,0off

ISEND:AT+UART=1

RECV:+0k=1,115200,8,1, NONE,NFC
ISEND:AT+NETP=A

RECV:+ok=A,1,TCP test.server.iotwarkshop.com,
140432 long

ISEND:AT+NETP=B m
IRECV:+ok=B,1,off
ISEND:AT+NETP=C
RECV:+ok=C1,0ff
ISEND:AT+HEART=A
RECV:+ok=A,0,
ISEND:AT+NREGSND=A
RECV:+ok=A link
SEND:AT+NREGDT=A
RECV:+ok=A,
ISEND:AT+NREGEN=A
RECV:+ok=A,off
ISEND:AT +NETPID=A T
RECV:+ok=A,
ISEND:AT+NETPIDEN=A
RECV:+ok=A,off
ISEND:AT+NETPLK=A
RECV:+ok=A,0n

ISEND:AT+VER
RECV:+0k=1.1.10¢(2019-06-06 16:30)
ISEND:AT+HOST
RECV:+ok=Eport-EG41

ISEND:AT +WEL

IRECV:+ok=EG41

4]

Lo ]| |

Step 2: Reboot it. The device will output UART data as following.
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W M| SCNCONMLIZTIIV . | (M M R E R - [ ES
Techconam Lz
(5 E 2018-08-17 06: 39; 18, 069 - 7 @i H i
®|OE  CoMT o 47 70 6F 72 74 2D 45 47 3 30[ | L GpvelL Welt%ﬂb information when bootup
2018-08-17 06:39: 33, 127
E#E 115200 = 54 43 50 3% 31 31 32 2E 36 36 2E 36 3L 2E 33 36 34 31
N 3139 31 32 0 44 41 54 41 31@&; 00
one W - -
oota-0-17 oadsBlEgRL s R A 1.4. 11 Reglst r packet version
iRt ef v 54 43 50 34 31 31 32 2E 36 35 2E
- [%54 41 343 R R ]
1 v 36 36 31 34 35 36 32|04 00 Heartbeat packet IMEI
. 7 B 2018-08-17 06: 29: 44, 680" ;[3 1:TMETHY
54 43 50 34 31 31 32 2% 36 36 31 2E 23 35 34 31
3130 31 32 0A 44 41 54 41 34 33 36 38 35 37 35 30 32
R 36 36 31 34 35 36 32 04 00
E!m)uﬂﬂm_ 2018-08-17 06: 39: 50, 486
i TV LA PEEREE
L R385 f0 M B 3 48,1 36 36 31 34 35 36 32 04 00
- 2018-08-17 06: 39: 56. 261
EHBRERR 54 43 50 34 31 31 32 2E 36 35 2E 36 31 2E 33 35 34 31
T 3130 31 32 04 44 41 54 41 34 38 35 38 35 37 35 30 32
Oupmnas IRFMIE 50 305 3 35 3 32 04 00
FiRERE e
EiERE BEE
B+ bk
Oimsrsiz -
wiigeg 1000 e E B
EHEEE
il )i ] RHE
O%gE O#KE R o - B
To Z5HA | | To 16:8) ™ 0 . B8
Example 1:

Register Code Requirement: FFFFFFFFFA+IMEI+OF

Setting Parameter: %FF%FF%FF%FF%FA%IMEI%0F

Upload real data: FF FF FF FF FA 38 36 38 35 37 35 30 32 36 36 31 34 35 36 32 OF

Example 2:

Heartbeat Content:

Upload real data::

165036;Eport-

%TIME;%HOST,;%DATE; %IMEI;%IMSI;%GPS;

HF2411;20190211,862285030465284;460011352509105;121.623046,31.221429;

4.7. Test Case Five: Virtual COM

Step 1: Add device to I0TService according to Case Two.

¥ L.OT Service — e
Management (M) Setting (C) Tools (T) Help (H)
L : ==
Begin Stop Config Status VirPath [ Connected
SN|DevType| MAC Address | HostName P Position VirPath State SW Ver
1|HF2211 |FOFEGBEOCBOC |2-1 221.4.163.98 Remote Online |1.31
2|HF2211 |FOFEGBEOC100 |2-4 221.4.163.98 Remote Online [1.31
3|HF2211 |FOFEGBEOCTS0D [2-3 221.4.163.98 Remote Online |1.31
ME2 211 EORESEREACO2S 12 2 202 104 28 1 =] i, Dol 1 9'!l
b|HF2411 |285030465284 HF2411 112.64.68.19 China.Shanghai Online [1.0.]5
AHESZST IFNEFBBRASIAL Frort- Remote ne
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Step 2: Click into the config page, fill the Vircom Socket ID with C(A/B/C all can be used for
virtual COM, must choose off socket to use for virtual COM).

‘:_‘»',. ce Setting
|
|

System SOCKET

Welcome: [ o4 SOCKET Name:
SleepEn: Pisble T[] | || protocok

Sleep Time: Server Addr:
Longitude:

Server Port:

S
iwde [ 00| | comectodes

Serial Port:

0T Times 0 - [3:[59| | surserioe: Rt

UART Rout:

UART Nex BT To] | | eseat Time

Baudrate: 115200 [=] | | HeartBeat Seriak v
Data Tag:

Parity: NONE [~]
Data Tag Code:

Fow Contot Tr—r

UART Protocal: NONE [~]

| Confirm

Cancel I Add VPath
HeartBeat Time: VirPat|

|
| | Heaneat seriat: [ .| \ [ mport | [ Epor |
|

|

Step 3: Wait for VirtualCom Connect.

& 1L.O.T Service — b4
Management (M) Setting (C) Tools (T) Help (H)

Begin x Stop @ Config & Status U‘?ﬂ VirPath E'j Connected

SMN|DevType| MAC Address| HostMame 1P Position VirPath State SW Ver
1|HF2211 |FOFEGBEOCBOC [2-1 221.4.163.98 Remote Online |1.31
2|HF2211 |FOFEGBEOCT00 [2-4 221.4.163.98 Remote Online |1.31
3|HF2211 |FOFEGBEOCTI0 [2-3 221.4.163.98 Remote Online |1.31
4|HF2211 FOFEGBENCA928 |2-2 202.104.28.51 Remote Online |1.31
5|HF2411 285030465284 |HF2411 112.65.48.84 China.Shanghd C/Connect I Online {1.0.15
J) PR———— [N R L oo oo oo - [ -

Step 4: Use virtual com to communicate.

serial-com2 - SecureCRT Serial-COM4 - SecureCRT

Fle Edit View Options Transfer Script Tools Window Help Fle Edit View Options Iransfer Script Tools Window Help

%= 3 23 B enter host <Alt+R> LBA 9 FRY e E T T 40 B enter host <Alt+R= LRA S =RY e m
+ serial-com2 |  Serial-COM4  x

LR % B X ﬁ&ﬁ; at+++20000000000344444111111. FFfffddssss F A % a3 | X 533 |[000384444111111222222F

Filter by session name <Alt+I> Filter by session name <Alt+I>

~ || Sessions " & serial-com1
v [} com
I 10.10.100.254
[ 192.168.1.28 serial-com12

9 192,168.82.110

[ 192.168.83.111

@ serial-com1

[ serial-com10

[ serial-com11

@ serial-com12

[ serial-com13

[ serial-com14

@ serial-com1s

[ serial-com19 v

Default - @ +++ @a @STA @ WSSSID &

[ serial-com13
& serial-com14
[ serial-com15
[ serial-com1%
& serial-com2

[ serial-com20
[ serial-com21
& serial-com22
[ serial-com26

v

Default + @ +++ @ha @HSTA @ WSSSID @ WSKEY @AT+Z @ AT+CGSN (g DEVICE @ PRODUCT @KS

EY @ AT+Z @ AT+CGSN @ DEVICE @hPRODUCT @ K Sonets

¥ Send commands to active session

000344444111111222222F 1111112222227 FfTTdds|

4.8. Test Case Six: SMS Throughput

Step 1: Enter AT command mode, and set SMS parameters.
AT+SMSID=#SMS#,0,135647584XX.

Step 2: Reboot and wait for network connected, UART send “"#SMS#123457” to module, the
phone will receive the SMS data “123457”.

Step 3: Phone send “aaaaaa”, product will send out “#SMS#aaaaaa”
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Serial-COM4 - SecureCRT
B3 7
FEile View Options Transfer Script Tools Window Help il BEEH

%a- B3 &1 ¥ Enter host <Alt+R> LaAalS FRY e <®

+ Serial-COM4  x ]

LI A | 4 Ba | X A P FERR=—T

Filter by session name <Alt+l= o] AT+SMSID=HSMSE,0,13004
& serial-com20 ~ ||| +ok 123457
[ serial-com21 AT+Z
[ serial-com22 +ok
@ serial-com26 HF241la+ok
B serial-com27 #5MS#123457
@ serial-com29 +ERR=-1
[ Serial-COM3
[ Serial-cOM4 +ERR=-1
3 Serial-COM3 ATEN
& serial-com7 +ERR=-1
[ serial-com8 ATHENTM

¥ 10.10.10.254 +0l
0 10.10.100.254

I 10.10.100.254-2323
0 192.168.1.201

[ 192.168.100.254
[ 192.168.83.110
192.168.83.124

serial-com16

#SMS#aaaaaaa-

S

Default + @ +++ @4 @ STA @ WSSSID (g WSKEY @AT+Z @AT+CGSN (g DEVICE PR

[#SM5#12345 |

4.9. Test Case Seven: HTTP Request

17:02 & 9 @ 100% i ¥

L

185 213 bl >

aaaaaa

serial-com19
serial-com26
serial-com29 . +* Z X C V B N M &

123 @ O space return

L [N

Step 1: Browser open http://XX.XX.XX.2:8080/InductionOfScreenDemo/screen?id=1, got the

response as following:

<« C @ F=2| m :8080/InductionOfScreenDemo/screen?id=1

i WA pi} TfE @ BEARE @ =E ¢ =E#E [ oucEFM [ £

{"id":1,"count":9999}

Step 2: Input the HTTP parameters as the following steps.

http://www.hi-flying.com/
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http://xx.xx.xx.2:8080/InductionOfScreenDemo/screen?id=1

£ 1L.0.T Service Serial o x
@ | @ © 1 & =

Close C S SR CMDB | QuiCMD | Reload | Restart | Upgrade 7 Batch Set
PC Serial Paka SEND:+++

COM: |COM4 |w | Baudrate: |115200 |w| Data Bits;|8 |w| Parity: [NONE |w| Stop Bits: |1 |+ / ‘ SEND:AT+PID

con: [l [11s200]] i P e oket

rDUT Para /

UART Para

UART No |:|:| Baudrate: [115200 [+  Data Bits: Parity: A stop Bt EE
Flow Control: UART Protocol:

HeartBeat Time: [0 Heartgeat Serial: | . | ,/

SOCKET
SOCKET Name:  [& [+] Protocol: TTP - Rout:
Server Addr: [ 222 N e
£* Http Setup
oot [T B

HeartBeat Time:

Regist Mode: = Red Path: |f'|r|ductior|OlS:raenDema,’screan ‘
I [

SIM Para I I

Hel Type:  [POST [*] version:  [1.1

D

IMEL: 866262040283870

Status: Disconnect RSSI: 0 Refresh
ot
ModuleSN: 262040283870 Welcome: |EG41 HostName: |[Eport-EG41

+ok=4G_V1.639
AT+GSLO

++0k=0,0

END:AT+IMEI
RECV:+0k=866262040283870
SEND:AT+ICCID

RECV:

SEND:AT+HEART=1
RECV:+ok=1,0,
SEND:AT+UARTTM=1
RECV:+ok=1,50
SEND:AT+MODBUS=1
RECV:+ok=1,0ff
SEND:AT+UART=1
RECV:+0k=1,115200,8,1,NONE,NFC
SEND:AT+NETP=A
RECV:+ok=A,1,0ff
SEND:AT+NETP=B
RECV:+0k=B,1,0ff
SEND:AT+NETP=C
RECV:+ok=C1,0ff
SEND:AT+VER
RECV:+0k=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST
RECV:+ok=Eport-EG41
SEND:AT+WEL
RECV:+ok=EG41

APN: l:la APN User: APN Passw... |

EG41  1.1.10c(2019-06-06 16:30) ‘

Protocol: HTTP

Server Addr: Server address, IP or domain name.
Server Port: Server port.

Type: HTTP Type, GET or POST.

Version: HTTP Version, 1.1.

Path: HTTP path

HTTP header input: Input HTTP header. Usually is Host information.

Path: fInductionOfScreenDemo/screen

Host:101. 2:8080
Connection: keep-aﬁvel

Step 3: Reboot and wait for SOCKA connection.

http://www.hi-flying.com/

_28_



W HF uo-

¥ Device Status e
r System rGSM r SOCKET
ModulesN: 262040283870 | | SOCKET Name: -]
ICCID: 898600810919f7041841 Protocol: HTTP
IMEI: B866262040283870 Status: | Connected
Connect: Connected(22) Server IP:
IP Address: 223.104.212.191 Recv Bytes: 0 Recv Frames: 0
4G V1.639| Upgrade Send Bytes: 0 Send Frames: 0
Product ID: EG41 X X
~UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.045
RTC Time: NTP Disabled
me sanE Config: 115200,8,1,NONE
Up Time: 0-Day 0:42:20
. Recv Bytes: 4 Recv Frames: 2 Reload
et LT Send Bytes: 7 Send Frames: 2 Edit

Latitude: 31.233777999 Fail Bytes: 0 Eail Frames: 0 Restart

Step 4: UART send data id=1, and got response of the server.

M x@EsS0ETRE-3.0AD QQ:6072072 N

[2019:04:03:15:33:17] [EiE]id=1 AR

[2019:04:03:15:33: 171 [45k 1{"id "1, "count™:9998}

HTTP response
[
[

AR
BUET | v
igTEdR | EAeH |

Note:

Refer to “4G_2G DTU products function” for more detail.

4.10.SMS AT Command

All AT command support using SMS to set. AT+Z do reboot operation, so it won’t response.
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+ERR=-2

+0k=A1,off

17:30

O

185 2135 NN

@ 9 @ 100% =

AT+NETP=1

AT+NETP=A

http://www.hi-flying.com/

- 30 -



dHFE oo

4.11.UART Upgrade

There is MCU firmware and 4G core module firmware. Get the latest firmware from the
following link.

& LO.T Service Serial - m] X
@ ® | & © (@)

Close COM Auto Getln CMD Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set
PC Serial Para RECV:+ok=EGA1 =l
COM: ‘COMd ‘v‘ et ‘115200 ‘v| Data Bits: [8 | w| Parity: [NONE[ | StopBits:[1 | SEND:+++ L

SEND:AT+PID
[ DUT Para RECV:+ok=EG41
O — SEND:AT+APN
I RECV:+ok=,,

UART N I:D Baudrate: [115200  [v|  Data Bits: Parity: Stop Bits: EE ;E';a’ﬂ;‘:;r&%zassm
Flow Control:  [Disable | w| UART protocol: SEND:AT+GVER

RECV:+ok=4G_V1.639

HeartBeat Time: |0 HeartBeat Serial: | | SEND:AT+GSLQ

RECV:+0k=0,0
SOCKET SEND:AT+IMEI
RECV: +ok=866262040283870

SEND:AT+HEART=1

SOCKET Name:

Server Addr: Server Port:
RECV:+ok=1,0,

Connect Mode: Burst Time: SEND:AT+UARTTM=1 L
RECV:+ok=1,50

HeartBeat Time: HeartBeat Serial: l:| SEND:AT+MODBUS=1
RECV:+ok=1,0ff

Regist Mode: I:D Regist Code: SEND:AT+UART=1
RECV:+0k=1,115200,8,1, NONE,NFC
Data Tag: I:D Data Tag Code: SEND:AT+NETP=A

RECV:+ok=A,1,0ff

SIM Para SEND:AT+NETP=B
RECV:+ok=B,1,0ff
IMEI: 866262040283870 ICCID: SEND:AT+NETP=C

RECV:+ok=C,1,0ff

Status:  Disconnect Rssl: 0 weg SEND:AT+VER

4G Firmware RECV:+0k=1.1.10¢(2019-06-06 16:30)
SEND:AT+HOST
RECV:+ok=Eport-EG41

SEND:AT+WEL
ModuleSN: 262040283870 Welcome: | EG41 HostName:  |Eport-EG41 RECV:+ok=EGA1
APMN: l:la APN User: APN Passw... ‘ =

EG41 1.1‘10:(2019—06—0616130)# MCU Firmware ‘

Others

http://www.hi-flying.com/download-center-1/firmware-1/download-item-hf2411-firmware-v1-0-
11

411.1. MCU Firmware

Load the firmware.
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& 1.O.T Service Serial — [} *
Clase COI Auta 2 rt Read Device Write Device Batch Set
PC Serial Para ISEND:+++
COM: COM4|v Baudrate: 115200 | »|  Data Bits: |a | Parity: |[NONE = §< Bits: [1 |+ ‘ [SEND:AT+PID
{ L2 p RECV:+ok=EG41
rDUT Para \

UART No: [ J=] saudrate: [57600  [w] = Data Bits: Parity: Stop Bits: [1_|w]
Flow Controls UART Protocol:

HeartBeat Time: HeartBeat Serial: -

SOCKET Name: [ Device Firmware | 4G Firmware
Server Addr:
File Name: | | | sel.
Connect Made: n
HeartBeat Time: |:| [ 0% 7
Regist Mode: Disable -
Data Tag: Enable [~] [ upgrade | | — |
IMEL: ‘ | iccp: | |

Welcome: HostName:
APN User: APN Passur... |

APN:

Reboot after upgrade success.

'-53 1.O.T Service Serial — [m] *
Close COM Auto | GetlnCMD | QuitCMD | Reload | Restart Read Device Wirite Device Batch Set
PC Serial Para SEND:AT-Z
COM: |COM4|w| Baudrate: 115200 (v | Data Bits: - Parity: [NONI Stop Bits: Dﬂ SEND:+++
{ 1] s ? SEND:+++
rDUT Para N\ RECV:a
SEND:a
RECV: + ok
SEND:AT-E
UART No: [ ]=] eaudete [57600 [+ Datasits Parity} stop Bits: |1 || | Recvicok
- SEND:AT+PID
Flow Control: UART Protacal: RECV:+ok=EG41
) END:AT +UPGRADE
HeartBeat Time: | Upgrade X Fow
Device Firmware r 4G Firmware ‘
SOCKET Name: N
File Name:  |'sktop\EG41_UPGARDE V1.1.10¢_20100608bin| |  Sel..
Server Addr:
Connect Mode: Ahway
HeartBeat Time: Hy
egitods [T = e
Data Tag: Enable - D:

IMEL: ‘ | icap: | |

— T —

ModuleSN: |:| Welcome: HostName:
- - N

Status: RSSI:

APN:

http://www.hi-flying.com/
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4.11.2. 4G Firmware(Only 4G Prod

uct)

After the device connect to network(Show connected), input the 4G download address(Get
the latest download address from our website.). The firmware size is about 5MB, it takes

about 2 minutes to upgrade.W

http://download.iotworkshop.com/iotbridge/firmwares/HF2411/4G_V1.926H 2b33fa3777a460

af4400df1fd3cf442c.bin

“©

®

Batch Set

@ ® | @ © B
Close COM Auto GetlnCMD | QuitCMD | Reload | Restart Upgrade Read Device Wirite Device
PC Serial Para SEND:AT+Z
CoM: ‘COMd ‘ | Baudrate: |115200 | | Data Bits: - Parlty NONE Stop Bits: EE SEND:+++
SEMND:+++
DUT Para RECV:a
SEND:a
UART Para RECV:+ok
SEND:AT+E
UART No I:E Baudrate: [57600 | Data Bits: E v |f parit:  [NONE stop Bits: |1 || | Recvirok
SEND:AT+PID
Flow Control:  [Disable  [=| UARTProtocok  [NONE | RECV: +okoEGA1
) END:AT +UPGRADE
HeartBeat Time: ‘ H |£] Upgrade X Ecy
END:AT +GVER
KET Device Firmware r 4G Flrmware | ECV:+ok=4G_V1.639
. (A \
sTrET= 18 Pl Nowis: \ 1631639
Server Addr: .
URL: [HF2411/4G V1.926H_2b33¢a3777a460aF4400df1fd3cF442¢ bin|
Connect Mode: B
[ R ]
HeartBeat Time: H

Regist Mode: R
Data Tag: D

Upgrade | ‘ Close

4.12.Remote OTA Upgrade

Currently only support MCU remote OTA update, later will support 4G upgrade

Step 1: Remote upgrade is using our IOTBridge cloud, download firmware from our
IOTBridge. Bound device to account as the previous steps.

412.1. MCU Firmware

Step 2: Login http: //bridge.iotworkshop.com/, upload firmware in IOTBridge.

« C A T@® | bridgejotworkshop.com, * o
Step 3: Copy the download link as following.
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0.5 UPGARDE.bi

TecBTIb30c9 1 edi02c

g domrlond iotworkahop comiiotbeidgnim

e HE24T1/HE 2411 V10,5 UPGARDE S/2882¢d11 73086¢718585261 fmuicad b

i

Management (M) Setting (C) Tools (T) Help (H)
—

x Stop EM % Status u‘%ru VirPath Connected

SN|DevType| MAC Address | HostName P Position VirPath State SW Ver
2|HF2211 |FOFEGEBB2ESS |Eport-HF2211 .246.121.150 |China.Jinan Offline |1.31
1|EG10 ACCF20123404 |Gport-EG10 11235-@1‘35 China.Shanghai Online [1.4.11
3|G10 575023903232 |Gport-G10 122.97.1?9&(32 Remote Offline [1.03.28
&)
DevType |Firmware ... Version | Uplnad‘ﬂwg | Firmware URL

| %] Firmware Info \ %

Input URL: \ “ Submit

Firmware Info

Firmware Name:

Type:
E
DevType: Version:
Upload Time: MD5:

Firmware URL:

Descript:

nfo Close

g k5l

& LOT Service

— x
Management (M) Setting (C) Tools (T) Help (H)

% Stop @ Canfig % Status U%ﬂ VirPath Connected

SN|DevType| MAC Address | HostName « IP Position VirPath State SW Ver
2|HF2211 |FOFEGBBB2ESS [Eport-HF2211 |112.246.121.150 |ChinaJinan Offline |1.31
1|EG10 ACCF20123404 |Gport-EG10 112.65.61.35 China Shanahai Online |1.4.11
3610 |575023903232 |Gport-G10  |122.97.179.232 |Ren| Copy Device MAC Offline |1.03.28
Device Table Filter
Refresh

Delete Selected Device

Upgrade Firmware Selected

Upgrade Firmware All

Upgrade Web Selected
F-Setting Local

Application b
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4.12.2. 4G Firmware(Only 4G Product)

Step 1: Add device to account, and click the [Upgrade] button. It will take about 2minutes
to upgrade. Ater upgrade success, it will restart.

¥ Device Status e
System GSM SOCKET
ModuleSN: 262040076977 | | SOCKET Name: c [+
ICCID: 89860118802305380338 Protocol: TCP-CLIENT
IMELI: 866262040076977 Status: Connected
Connect: Connected(21) Server IP:
IP Address: 112.64.68.41 Recv Bytes: 0 Recv Frames: 0
4G_V1 .?42| Upgrade: | I Send Bytes: 2688 Send Frames: 224
Product ID: HF2411 . .
UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.1.7b
RTC Time: NTP Disabled
me sanE Config: 9600,8,1 NONE
Up Time: 0-Day 3:45:22
. Recwv Bytes: 0 Recv Frames: 0 Reload
lengriniz LR Send Bytes: 6 Send Frames: 1 Edit
Latitude: 31.227090835 Fail Bytes: 0 Fail Frames: 0 Restart
Step 2: Check the software version.
¥ Device Status e
System GSM SOCKET
ModuleSN: 262040076977 | | SOCKET Name: e -]
ICCID: 89860118802305380338 Protocol: TCP-CLIENT
IMEI: 866262040076977 Status: Connected
Connect: Connected(27) Server IP:
IP Address: 112.65.48.176 Recv Bytes: 0 Recv Frames: 0
4G.V1.786] Upgrade | | | Send Bytes: 12 Send Frames: 1
Product ID: HF2411 . .
UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.1.7b
RTC Time: NTP Disabled
me sanie Config: 9600,8,1,NONE
Up Time: 0-Day 0:1:3 ) )
. Recv Bytes: 0 Recv Frames: 0 Reload
Langinie LT Send Bytes: 6 Send Frames: 1 Edit
Latitude: 31.227090835 Fail Bytes: 0 Fail Frames: 0 Restart
4.13.Massproduction Config
Step 1: Config the first product.
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& L.O.T Service Serial

Close COM

Auto

©)

Getln CMD

©)

uit Cf

Reload Eoctar:

®

Read Device

Write Device

Batch Set

com: [comalw|  Baudrate: [115200 | w

Fc Serial Pafir

Data Bits: Parity: Stop Bits: EB

RECV:+ok=1,1152

SEND:AT+UART=1
/5,1, NONE,NFC

[ DUT Para

SEND:AT+NETP=,

UART Para

UART No:

Flow Control:

SOCKET

SOCKET Name:

Server Addr:

Connect Mode:

APN:

EG41

HeartBeat Time:

HeartBeat Time:

[r.]-]
[Disable [}
o

Baudrate:

[ [v]

UART Protocol:

Data Bits: Parity: Wn

Stop Bits: EE

HeartBeat Serial:

™

/s |

Protocol:

Ll |

Rout:

par £

[1.11a

-

o |

ModuleSN: 262040283870

I

1.1.10¢(2019-06-06 16:30)

RegistMode:  |Disable ||

owerag  [be [
SIM Para

IMEL: 866262040283870

Status: Disconnect RSSI:
Others.

£} Http Setup

X

Burst T|
HeartB)

Path: \,radfaa;f
Regist

Data T

123123123 \ :
0 resh

Confirm | Cancel

Welcome:  [EG41 HostName: |Eport-EG41

APN User: APN Passu... |

RECV:+ok=A1
SEND:AT+N
RECV:+ok=)
SEND:AT.
RECV:+gk=C1,0ff
SENDRAT+HEART=A
RECY:+ok=A0,
SEND:AT+NREGSND=A
CV:+ok=Alink
’SEND:AT+NREGDT:A
RECV:+ok=A,
SEND:AT+MNREGEN=A
RECV:+ok=A,off
SEND:AT+NETPID=A
RECV:+ok=A,
SEND:AT+MNETPIDEN=A
RECV:+ok=A,off
SEND:AT+NETPLK=A
RECV:+ok=A,off
SEND:AT+HTPTP
RECV:+ok=POST
SEND:AT+HTPURL
RECV:+ok=/adfadsf,1.1
SEND:AT+HTPHEAD
RECV:+ok=123123123

P,1.1.1.1,9090,long
=B
Mot
ETP=C

SEND:AT+VER
RECV:+0k=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST
RECV:+ok=Eport-EG41
SEND:AT+WEL

RECV:+ok=EG41

Step 2: The config information will be saved in the following file. This file can be used for
massproduction product config. May also direct modify this file.

=B

=

> &I > E# (C) > Hi-Flying » 10TService

sites on MSN

Step 3:

b IlT*-UART:l,IISZW,E,I,NOME,NFC

[C] =&

AT+NETP=A,1,HTTP,1.1.1.1,989@, 1ong
AT+HTPTP=POST

[ e
|| Hi-Flying
| I0TService
| 10TService V2
| data

REHERE,

AT+HTPHEAD=123123123<CRLF><CRLF>

4 AT+HTPURL=/adfads?,1.1
& AT+CFGTF

BEES

RELRECE ™ .

E=2 est] =2 Foh
hisTmp 2019-06-04 1451 Sz
= 2019-05-1517:48 Ik

atemd.ixt 2019-06-11 15:52 AR 1KB
4 CAHi-Flying\IOTS Sgce\I0TS ervice_V2\data\atemd.txt - EditPlus - O X
/ Fle Edit View SeMkh Document Project Tools Browser Emmet Window Help - & %
L - |;:~B._fw—muwﬂ:w\a@m|m\
= T n n n n n n ; Po——
Directory  Cliptext me | ~

http://www.hi-flying.com/
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& 1.0.T Service Serlal

UART No: Baudrate: 115200 |w|  Data Bits: - Parity: Stop Bits: Ela
Flow Control: UART Protocol:

HeartBeat Time: [0 HeartBeat Serial: | ... |

SOCKET Name: Protocol &% Alert

Server Addr: |1.1 a1 pr—

Connect Mode:  [Aways  [w|  BurstTi Set With file, Finished!

HeartBeat Time: (0 HeartBe:

RegistMode:  [Disable  [¥| Regist Code: | |
Data Tag: pisable  |w| DataTagCode: | |

\s&azazmozasam

IMEI: | iccp: |

— [m] hed
Close COM Auto Getln CMD Quit CMD Reload Restart Upgrade i Batch Set
PC Serial Para RECV: + ok=A, ol
COM: [COM4 | Baudrate: 115200 | = Data Bits: |H - Parity: [INONE | » Stop Bits: |1 - ISEND:AT+NREGEN=A
RECV:+ok=A,off
rDUT Para

ISEND:AT+NETPID=A
RECV:+ok=A,
ISEND:AT+NETPIDEN=,

RECV:+0k=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST

RECV: +ok=Eport-EG41

ISEND:AT+WEL

RECV:+ok=EG41

SEND:+++

ISEND:AT+UART=1,115200,8,1, NONE,NFC
RECV:+ok
ISEND:AT+NETP=A,1,HTTP,1.1.1.1,9090,long
RECV:+ok

ISEND:AT +HTPTP=POST

RECV:+ok

ISEND:AT +HTPURL=/adfadsf 1.1

RECV:+ok
ISEND:AT+HTPHEAD=123123123 <CRLF> <CRLF>
RECV:+ok

ISEND:AT+CFGTF

RECV:+ok

ModuleSN: 262040283870 Welcome: [EG41 HostName: |Eport-EGAT
aen: [ [w] APNUser APN Passiv. |
EG41  1.1.10c(2019-06-06 16:30)

http://www.hi-flying.com/
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APPENDIX A: REFERENCES

A.l. Test Tools

I0TService Configure Software:
http: //www.hi-flying.com/index.php?route=download/cateqgory&path=1 4
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